Personal Identity Verification Il (PIV-I1l)
Employee On-Boarding in EmpowHR

Prepared for

USDA
United States Department of Agriculture

Office of Homeland Security

1400 Independence Ave, SW
Whitten Bldg, Suite 12B
Washington DC 20250

Version 3.5

September 26, 2019



USDA

= EMPLOYEE ON-BOARDING IN EMPOWHR
Table of Contents
HOW t0 USE thisS GUIE ....cieeiiiie e 1
Part I: Overview and BUSINESS PrOCESS.......covviiiiiiiiiiiececiiine e 2
A. ON-boarding ProCeSS OVEIVIEW ........ccuuiiiiiiiiieee et e e e e et s e e e e e e ettt s s e e e e e e eearaaa e e aeaes 2
B. ON-Boarding BUSINESS PrOCESS ..ot 3
Part 2: Detailed INSTTUCTIONS .....iiiiieiii e 5
A. SeleCt RECOITS 10 SPONSO .....uuuiiiiiiiiiiiiieiiiee bbb bbsbssnnnennenes 5
B. Verify and Update Records in EMPOWHR ... 5
C. Update Employee Personal INfOrMation ............cooiviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 15
Part 3: USAccess Sponsorship FUNCLIONS ........cooiiiiiiiiiiiiee e, 19
A. Login and Search fOr APPIICANT ...........uuuueiiiiiiii bbb nenne 19
SRV To Eo (YA o] o] [Tot= g Al DT - VPSR 48
C. ENrollment & ACHVALION .........ouuiiiiei e eee e e et ee s s e e e e e e e e s s e e e e e e e aaeanaa s e e eeeeeeenannns 51
Part 4: On-Boarding FAQ ......coiiiiiiiiii e 52
Appendix A — On-boarding CheckliSt..........coeuiiiiiiiii e 53

Version 3.5 DRAFT i



USDA
_ sl EMPLOYEE ON-BOARDING IN EMPOWHR
Table of Contents

Figure 1 - LiINCPass/ AItLINC ISSUANCE PrOCESS. .......ccooiieeeeeeeeee e 2
FIQUIE 2 - BUSINESS PIOCESS ...ttt e e e e e e 3
Figure 3 - EMPOWHR LOGIN ... e e e e e e 6
Figure 4 - EMPOWHR IMENU. ... 7
Figure 5 - HR ProCeSSING LINK ... 7
FIgure 6 - EMPIOYEE SEAICH .......coo i e e e e e e e e e 8
Figure 7 - Data CONLIOI SCIEEN .......ieeiiiiiiee et e e e e et a e e e e e e e e e et s e e e e aaeeereaaaaes 8
Figure 8 - Verifying Personal Data ...........cccoooeiiiiiiiiiiii et e e e e et s e e e e e e eeanaaa s 9
Figure 9 - Security ClearanCe LiNK ........ .o e et e e e e e e ear e 10
Figure 10 - Card TYPE ArOPUOWIN ... 10
Figure 11 - Completing Security CIEaranCe SCrEEN.........cccoeieii e 11
Figure 12 - Card Activation INformation LiNK ..........coooeiii oo 12
Figure 13 - Card Shipping INfOrM@ation .........ccooeiiieeeeeeeeee e 12
Figure 14 - Adjudication Information LinNK...............coooiiiiiiii e 13
Figure 15 - Search for EMPIOYEE ........oouuiiii e a e 13
Figure 16 - Completing the Adjudication Information SCreeN..............oovviiiiiiiieeiiiieee e, 14
FIQUre 17 - SeIf-SEIVICE MENU ........ooeiiiiiii e e e e e et a e e e e e e e e aaraa s 15
Figure 18 - Updating BUSINESS EMAIl ........ccooiiieeeeeeee e 16
FIgure 19 - Self-SErviCe MENU ... 16
Figure 20 - Updating BUuSINESS PRONE NO ......ccooiiiiieeeeeee e 17
Figure 21 - eAuthentiCation LOG-iN SCrEEN ......ccooi i 17
Figure 22 - EEMS ldentity Manager SCIEEN ........uuuuuiiiieeeee et e e e et s e e e e e e et a s e e e e e e e eaaraaaas 18
Figure 23 - USACCESS LOGIN SCIEEN ....vuuii it e e e et a e e e e e e e e aar s 19
Figure 24 - USAccess Portal SEIECtON SCIrEEN ........cii i i 20
Figure 25 - USAccess Applicant SEArch SCreEN ..........cooiiiiiiiiiiii e a7
Figure 26 - USAccess Edit APPlICANT SCrEEN .......coo i 48
Figure 27 - USAccess Edit APPlICANT SCrEEN ......ccoo i 48
Figure 28 - USAccess Sponsor ApPlICaNt SCIEEN .......cooe i 49
Figure 29 - USAccess Sponsor APPIICANT SCIEEN ........ccviviiiiiiiee e 50
Figure 30- USAccess Sponsor APPlICANT SCIEEN ......coccci i 50

Version 3.5 DRAFT ii



USDA
_ s EMPLOYEE ON-BOARDING IN EMPOWHR

Revision Information

Version ‘ Date Revision Information
1.0 12/10/2008 Initial Draft
Updated page headers and formatting, card shipping code selection
2.0 4/25/2008 information, ACP screen shots, and help resources; added FAQ
section

Added card shipping code selection for mobile stations, email
3.0 6/4/2008 address precedence rules, and notes that records of non-US citizens
are not currently being processed.

Updated business process flow diagram, Added information about
mandatory Sponsor and Adjudicator designation in USAccess.
Updated reminders that Sponsor and Adjudicator must be two
separate people; added FAQ.

3.1 7/24/2008

Added instructions for editing record to allow only 2 digital
3.2 8/14/2008 certificates; added post-validation steps. Moved all FAQ to the
Sponsor FAQ document on the USDA LincPass website

3.2 9/8/2008 Added note about updating employee email via My System Profile
3.3 8/08/2009 Added optional card pick up instructions
34 12/27/2010 Pulled out section D: pgs 21-26 covering ACP; removed mobile

credentialing information

Added in AltLinc details; updated Help Desk contact information;
modifications to USAccess Sponsorship Functions; replacement
of outdated screenshots; general formatting updates; updated
508 compliance standards

3.5 09/26/2019

Version 3.5 DRAFT iii



USDA
_ s EMPLOYEE ON-BOARDING IN EMPOWHR

How to Use this Guide

This guide provides instructions for HR personnel acting as HSPD-12 Sponsors and Adjudicators
to initiate the LincPass/ AltLinc issuance process for EmpowHR-based Employee Applicants. This
guide will detail how to prepare and submit Employee Applicant records to the General Services
Administration (GSA) HSPD-12 system, called USAccess in order to Sponsor and Adjudicate the
Employee. This process accomplishes the following:

e Selection and preparation of Employee Applicant data for submission to USAccess

e Completion of Sponsorship for the Applicant

¢ Completion of Adjudication for the Applicant

e Submission of all data to USAccess so that the Applicant can then Enroll
The first half of this guide provides a high level overview of where on-boarding fits into the overall
LincPass/ AltLinc issuance process as well an on-boarding process workflow. The second half of

this guide provides step by step instructions and screen shots detailing how to prepare the data,
Sponsor and Adjudicate the Applicant, and submit all the data to USAccess.

If you need help or additional information, please see the contact list below:

USDA HSPD-12 LincPass Website Sponsor page: http://hspd12.usda.gov/Sponsor.html

USDA HSPD-12 Help Desk:

« Toll Free: 833-682-4675
«  Email: usdahspdl2help@dm.usda.gov

USAccess Help Desk (for USAccess system questions/issues):

- Toll Free: 866-493-8391
« Email: usaccess.helpdesk@perspecta.com

GSA MSO Help Desk (general policy questions):

+«  Phone: 202-501-4740
-  Email: hspd1l2@qgsa.qgov

EmpowHR help desk (for technical questions/issues with EmpowHR):
+  Email: NFCEMPOWHR@usda.gov

eAuthentication Help:
«  http://www.eauth.egov.usda.gov/eauthHelp.html

Note: The Frequently Asked Questions section has been integrated into the Sponsor FAQ
document on the USDA HSPD-12 website’s “FAQ” page.
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Part I: Overview and Business Process
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Figure 1 - LincPass/ AltLinc Issuance Process

A. On-boarding Process Overview

The objective of this process is to select and prepare Employee data so that upon submission, it
conforms to the data requirements set forth by USAccess. The On-Boarding process involves the
following:

* Sponsor selects records to prepare and then review and update data in EmpowHR Employee is
e Sponsored and Adjudicated once the data is submitted

* Employee receives notice to enroll at an Enroliment Station

Prerequisites:

Prior to performing any actions in the On-Boarding process, Sponsors and Adjudicators must meet
the following prerequisites:

e Completed the Sponsor or Adjudicator (whichever is appropriate for your role) training in
AgLearn

e Received access to and a user ID and password for USDA’s EmpowHR system.

¢ Received access to EmpowHR user guides and procedure manuals.

o Designated as a Sponsor or Adjudicator (whichever is appropriate for your role) in USAccess
by your Agency Role Administrator

o Received your USAccess user name and password

Version 3.5 2
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B. On-Boarding Business Process

B (i). Business Process Workflow

The figure below details the business process for on-boarding an Employee; it assumes a
Background Investigation (Bl) has been initiated and at least the Federal Bureau of Investigation
(FBI) Fingerprint Check has been favorably adjudicated.

Record
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Update record in
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updates email
and phone info
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Figure 2 - Business Process
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1.

6.
7.

Sponsor identifies the new Employee record and checks if they already have a Bl on file. A
minimum of a NACI (National Agency Check with Inquires) is required for complete LincPass
Issuance. A minimum of an FBI fingerprint check is required for complete AltLinc issuance.

If the Employee’s record requires updates to the required biographic information (e.g. name,
home address, citizenship status, etc.), Sponsor makes the updates in EmpowHR. If this is
a new Employee, HR will create a new record in EmpowHR for this Employee. NOTE: All
biographic information for an applicant should be input/ updated in EmpowHR only;
these updates SHOULD NOT be added directly into USAccess as this will cause
issues down the road. The Authoritative source for this information is EmpowHR. If
data is not flowing over correctly to USAccess, please contact the USDA HSPD-12
Help Desk for assistance.

Sponsor provides the new HSPD-12 required information in EmpowHR:
a. Selecting Card Type (LincPass, AltLinc or No LincPass/ AltLinc)
b. Indicating if Employee is an Emergency Response Official
c. Card Shipping Address

The Employee verifies (and if necessary, updates) their business phone number and email
address using EmpowHR’s Employee self-service module or via eAuthentication.

If the Employee’s record in EmpowHR does not already contain their adjudication results,
the Adjudicator enters the type of Bl and results in EmpowHR. (Note: The Adjudicator must
obtain the BI (e.g., FBI or higher) adjudication information for these Employees, either from
Office of Personnel Management (OPM) records or USDA HR records.)

The record is submitted to USAccess and Sponsorship is now complete.

The Employee can then enroll after receiving naotification from USAccess.

**|f the Employee does not have a Bl or record of it cannot be found, the Bl should be initiated. Once
at least the FBI Fingerprint Check is returned and favorably adjudicated, complete steps 5-7 and a
card will be printed. The Employee’s record can be updated at a later date after the full Bl results
have been favorably adjudicated.

B (ii). Additional Business Process Rules

1.

3.

Role Separation — Every record must be sponsored and adjudicated in EmpowHR by two
different people. While a Sponsor can hold the Adjudicator role (and vice versa), a single
person cannot perform both actions on the same Applicant record. Records sponsored and
adjudicated by the same person will result in sponsorship being incomplete; thereby
preventing the Applicant from enrolling.

Role Designation — Every Sponsor and Adjudicator must be designated in their role in
USAccess by the agency’s Role Administrator even though all sponsorship and adjudication
actions occur within EmpowHR. Any new record submitted to USAccess that has been
accessed by an undesignated Sponsor or Adjudicator will result in the record being set to
sponsorship incomplete; thereby preventing the Applicant from being able to enroll.

Authoritative Data Source — EmpowHR serves as the authoritative data source for all
sponsorship and adjudication information. Therefore all changes to sponsorship and
adjudication data must be made in EmpowHR and not USAccess. Any data changed
directly in USAccess will be overwritten by what is currently in EmpowHR or duplicate
records could be created causing activation issues.
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Part 2: Detailed Instructions

A. Select Records to Sponsor
The first step in the process is to identify Employee records in need of Sponsorship in USAccess.

B. Verify and Update Records in EmpowHR

To complete this section, Sponsors and Employees will need to verify and update data in the
following EmpowHR fields:

e Employee Status ¢ Citizenship Status

¢ SSN ¢ Business Email Address

e First Name ¢ Business Phone Number

¢ Middle Name ¢ Emergency Response Official
e Last Name e Card Type Adjudication

e Suffix ¢ Information Card Shipping

s Date of Birth s Address Code

It is important to note that all of these attributes can be entered with any regular PAR action, i.e.
Name Chg from. However, if updating the new HSPD-12 fields is not part of a PAR action, it is
important that the data is entered from the Employee Security Clearance menu item. This does not
require a separate PAR action but only needs to be saved once complete.

B (i). Verify and/or Update Employee’s Information in EmpowHR

The first step for Sponsors is to look up the Employee’s record in EmpowHR and verify that all the
information is correct. Sponsors should ensure that all required information is present and that it is
correct for the Employee.

Note: The screenshots used are from the EmpowHR test system. There may be slight variances
in the EmpowHR production system you are using.
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USDA. united states Department ot Agricuiture
== National Finance Center

OW
SOLUTIONS
S ok RO TORETRE

A\

WARNING

“ You are accessing a U.S. Government information system, which includes (1) this computer, {2) this computer network, (3) all computers connected to this network, and (4) all devices and
storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized use only

[* Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.
[* By using this information system, you understand and consent to the following

* You have no reasonable expectation of privacy regarding any communications or data transiting or stared on this information system. At any time, the government may for any
government purpose menitor, intercept, search and seize any communication or data transiting or stored on this information system.

= Any communications or data transiting or stored on this information system may be disclosed or used for any lawful government purpose.

Your consent is final and irrevocable. You may not rely on any statements or informal policies purporting to provide you with any expectation of privacy regarding communications on
this system, whether oral or written, by your supervisor or any other official, except USDA's Chief Information Officer.

User ID |

Password

Accessibility St

Figure 3 - EmpowHR Login

Step 1. Sign in to the EmpowHR System with your eAuthentication credentials and LincPass
card.
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Figure 4 - EmpowHR Menu

Step 2. Click on the PAR Processing.
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Figure 5 - HR Processing Link

Step 3. Click on HR Processing.
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HR Processing USF

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
¥ Search Criteria

[ Empl ID: begins with v | )
Empl Record: = v
MName: heqgins with

Last Name: begins with
Social Security Number: =

Employee Status: = v
Sub-Agency: begins with v

Include History Correct History Case Sensitive

Search Clear | Basic Search Save Search Criteria

Figure 6 - Employee Search

Step 4. The HR Processing USF appears. Enter the Employee ID in the EmplID (required to
Sponsor an Employee) field.

Step 5. Click on the Search button.

Data Control

Empl ID: Empl Record: 0
Data Control Find | View Al First Bl 1 o4 B 1ast

Effective 01/06/2018 GoTo Roffl =
Date: S
Effective Seq | 1 Transaction Status ANFC Auto v

Auth Date  03/28/2019 Contact Emplid:
Action: NFC NFC Criginated PAR Status: PRO Processed by Human Resources

Reason NFC From NFC Agency Type | Federal
Code:

NOA Code: 894 GEN ADJ
Authority (1): QWM REG 531.207
Authority (2): ZLM E O 13866
NTE Date: PAR Request #
Print SF-52 I PAR Remarks  Award Data  Tracking Daia Justification

Print SF-50 I GPPA Website

Add/View Attachment

& save | ELRetum to Search | Previous tab | (=i Next taby | Update/Display | 4=l Include History [&# Correct History

Data Centrol | Personal Daia | Job | Position | Compensation | Employment 1 | Employment 2 | Eenefit Data

Figure 7 - Data Control Screen

Step 6. Data Control screen displays. Click on the Personal Data tab to verify HSPD-12
required Data/Fields.
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[aia Gonral | personai pata_[{ab ]| [ I

Empl 1D: Empl Record: 0

Personal Data Find | View All First B 4 op1 I Lot
Effective Date: 01/06/2019 Transaction# /Seq 1 PAR Status: Processed by Human Resources

NOA Code: 894 Action Type:  NFC Originated Empl Status:  Active

FHE

First Name: Middle Name:

Last Name: Suffix:

Name:

Preferred First
Name

~ Citizenshil
Gender: Male Female z .
Draft Status: v *Country: usA United States

Date of Birth: Citizenship: 1 US Citizen/Naturalization

Disability Code: 05 Mo Disability/Serious Health RN O Code: E Wihite

Date of Death:

ERI Code

Hispanic or Latino /American Indian or Alaska Native [Asian

Black or African American Native Hawaiian or Other Pacific Islander [White

Additional Birth Info Address Info Ehone Nbrs Veterans Info Marital Info Education Details

Country: USA *Type/Description: PR v SSN: ‘

D save | LRetum o Search | = Previous tab | SiNest tad | Update/Display | 8 inciude History | (5 Gomect Histary

Data Conirol | Personal Data | Job | Position | Compensation | Employment 1 | Employment 2 | Benefit Data

Figure 8 - Verifying Personal Data

Step 7. Verify the following fields are correct and have data:

= Employee Status = Last Name

= SSN = Suffix

= First Name = Date of Birth

= Middle Name = Citizenship Status *

*If Citizenship Status is specified as anything other than 1 for U.S. Citizen, the Citizenship Country
must be selected in the field below.

NOTE: At this time, only US Citizens can be sponsored in USAccess. If the Applicant is
not a US Citizen, the record will not be sent to USAccess.

If any of the Employee’s information is missing or incorrect, standard EmpowHR PAR Action
Procedures should be followed for making the necessary changes and saving the record. For
example, Name changes should be done according to the Name Chg from Action and Date of Birth
or Citizenship Status changes should be done according to the Data Change Action.

Step 8. Update the information where necessary and then click the Save button to save your
changes.

Note: If the Employee does not have a completed FBI background investigation or
higher, the Birth Info link will need to be clicked and the three birth location information
fields will need to be populated.
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B (ii). Provide Sponsorship Information in EmpowHR

PAR Processing

PAR Processing

E—- Hire Employee

Identifies details of the hire including employee name,
address, job, payroll, and compensation details

E—- Address Processing
Address Info

E—- Update Applied Action
Update Applied Recs

E—- Employee Password Reset
Employee Password Reset

Departmental Transfer

E—- Update Reports To
Update Reporis To

E—- Adjudication Information
Adjudication Informafion

E—- Correct Applied Action
Identifies details regarding corrections to a personnel action

E—- Mass Actions
Mass Actions

E—- Employee Security Clearance
Employee Security Clearance

Figure 9 - Security Clearance Link

E—- Mass Reports to Update
Mass Reporis to Update

E—- HR Processing
Identifies personnel action details of request ready for human
Tesources to process

E—- Create New Oprid
Create Mew Oprid

E—- Person Attachments
PAR Documents Attachment

Step 1. Go back to the PAR Processing screen and click the link for Employee Security Clearance.

Step 2. Use the search field to locate the Employee’s record.

Employee Security Clearance

Card Type LincPass

LincPass
Submittin]| AltLinc
Mo LincPass/AltLinc

Empl ID: Empl Record: 0

Notes Favorably adjudicated on 10/2/12

OPACI/ALC Number 12060000

SponsorID TDO051025
Change Date 10/12/2012

Position information

Position Number

90947823 SECUR SPECLST

Emergency Response Official: ¢

B save | ELRetum to Search | ENotily |

HFlUpdateDisplay | Z Include History

Correct History

Figure 10 - Card Type dropdown

Step 3. Use the USDA Credential Matrix to determine what kind of credential a person requires.

The Credential Matrix

can be found in

the

USDA DM 4620-002

(https://lincpass.usda.gov/ref _lincpass.html). Once a credential type is identified, then you can

sponsor the applicant.

(LincPass, AltLinc, No LincPass/ AltLinc).

In the Investigation block, select the Card Type you wish to sponsor

Version 3.5
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Employee Security Clearance

Empl ID: Empl Record: 0

Card Type | LincPass

v [ Notes [Favorably adjudicated on 10/2/12 ]

Submitting Office Number 4821 | Card Activation Information

Security Office Identifier AG99 OPAC/ALC Number 12060000

Sponsor ID TD051025

Change Date 10/12/2012

Position information

Position Number 00947823  SECUR SPECLST

Emergency Response Official: ¥

B save | {ELRetum to Search | [=] Motiy |

UpdaleFDisp\ay I 4] Include History Correct History

Figure 11 - Completing Security Clearance Screen

Step 4. You may optionally enter data in the Notes field.

Note: If the Employee has not completed his/her background investigation, the Employee’s

Submitting Office Number (SON), Security Office Identifier (SOI) and OPAC/ALC must also
be entered.

Step 5. Click on Emergency Response Official check box if applicable.

Version 3.5
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Employee Security Clearance

Empl ID: Empl Record: 0

Card Type| LincPass v Notes [Favorably adjudicated on 10/2/12

Submitting Office Number 4821} Card Activation Information

Security Office Identifier IAGI9 OPAC/ALC Number 12060000

SponsorID TD051025

Change Date 10/12/2012

Position information

BOSoNHUmbey 90947823  SECUR SPECLST

Emergency Response Official: ¥

& save I {E\Retum 1o Search | [=] Motify |

UpdaIeIDisp\av | Al Include History Correct History

Figure 12 - Card Activation Information Link

Step 6. Click the Card Activation Information link.

Card Activation Mailing Information

Empl ID: Empl Record:Q

Card Shipping Information Fiod | View Al First KN 4 o1 Il st

Card Shipping Information

FH[=
Card Ship Addr Cd  [10558 @ USDA-DOVER

Addr Header USDA

Address Line 1 FSA LIGHT CREDENTIALING CENTER

Address Line 2 1221 COLLEGE PARK DRIVE, SUITE 201

City DOVER

State DE

QK Cancel

Postal Code 19904 Counfry  USA

Figure 13 - Card Shipping Information

Step 7. Use the Card Activation Information link to specify the Card Shipping Address Code. This
will be the site that the HSPD-12 LincPass/ AltLinc will be delivered to for activation. For example,
if an Employee is in Fort Collins, CO, you should specify this location as the Card Shipping Address.

Use the lookup feature to find the appropriate code.

Step 8. Save the updates by clicking the Save button.

Note: The address selected is where the card will be delivered, but does not dictate

where the Applicant will enroll. Applicants have the choice to enroll at any station of
their choosing.
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B (iii). Verify and/or Update Adjudication Information in EmpowHR

Important: The Sponsor and Adjudicator must be two different people. If the same person
sponsors and adjudicates a record, then USAccess will not permit a complete sponsorship.

PAR Processing

PAR Processing

E—- Hire Employee E Update Reports To E Mass Reports to Update
Identifies details of the hire including employee name, Update Reporis To Mass Reporis to Update
address, job, payroll, and compensation details

E—- Address Processing E Adjudication Information E HR Processing
Address Info Adjudication Information Identifies personnel action details of request ready for human
Tesources to process

E—- Update Applied Action E Correct Applied Action E Create New Oprid
Update Applied Recs Identifies details regarding corrections to a personnel action Create Mew Oprid

E—- Employee Password Reset E Mass Actions E Person Attachments
Employee Password Reset Mass Actions PAR Documents Attachment

= = Employee Security Clearance
Departmental Transfer E Employee Security Clearance

Figure 14 - Adjudication Information Link

Step 1. Click the link for Adjudication Information.

Adjudication Information

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
* Search Criteria

Search by: [EmplID v |begins with |
Include History Correct History

Search | Advanced Search

Figure 15 - Search for Employee

Step 2. Search for the Employee in the Begins with field.
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Adjudication Information Personalize | Fing LB | 88 First I 4 o6 4 I | st

’7 el *Status liuci(:mnn Date  |Adjudicator Oprid  Notes [

1 |FBI P«pproved v| 06/16/2014 AFR 2014-05-23 E

Bl Save | [\ Return to Search | +[F +[E] Mext in List | Mofify | 7 Include History | [Z# Comect History

Figure 16 - Completing the Adjudication Information Screen

Step 3. Investigation Type: Use the drop-down list to select the appropriate Investigation Type the
Employee has completed. If the Employees completed background investigation is not in the drop-
down list because it is higher than a NACI, select the “NACI” option because that is the highest
background investigation level that HSPD-12 is concerned with.

Step 4. Status: Use the drop-down list to select the “Approved” option for confirmed background
investigation.

Step 5. Notes: This field can be used to enter in the true adjudicator name and actual adjudication
date.

Note: Adjudication Date and Adjudicator OprID are populated by the system.

Step 6. Save the updates by clicking the Save button.

Note: It is critical that the highest level of positive adjudication is always in the system. For
example, if an Employee has passed a NACI investigation but fails on a Top Secret, the
positive NACI adjudication must be entered into the system to ensure the Employee gets a
LincPass/ AltLinc and that the card stays active.
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C. Update Employee Personal Information

Sponsors should contact the Employee after preparing their data in EmpowHR in order to have the
Employee verify and update their business email and phone number.

If the Applicant has a work email address, it should be up to date in EmpowHR so that they can
receive emails from USAccess and can use the digital signature and encryption certificates on the
card. If their record does not have an email address, but the Employee does have a work email
address be sure to update the record so that it is included. (NOTE: the email address update
should be made in EmpowHR and not USAccess).

If the Applicant does not have a work email address (and does not have the need for one), the
Sponsor will need to indicate in USAccess that the Applicant does not have a work email address
and that only 2 of the 4 digital certificates are required. This step will need to be performed in
USAccess after the record has been sent to USAccess. See Part 3, Section B for information on
how to do this.

Note: The email address in EmpowHR takes precedence over the email address in
eAuthentication. The EmpowHR email address will be used for the Applicant’'s Sponsorship
record. If there is no email address in EmpowHR, then the eAuthentication email address will
be used for the Applicant’s Sponsorship record.

If the email address is updated and the changes are not reflected in USAccess, have the
Employee change their email address using the EmpowHR “My System Profile” feature
instead. If this still does not work, you (the Sponsor) should contact the NFC EmpowHR help
desk. DO NOT make these changes directly in USAccess.

C (i). Employees who use EmpowHR’s Self-Service Module:

nu = Em rvice =

Personal Information Eciit "Personal Information Folder

Feview and update personal infarmation.

Phione Mumbers E Personal Information Home E Personal Information Summary Home and M(I"ill!! Address

Ermail Addresces Mavigate to all your personal information and Review a summary of your personal Review and update your home and mailing
Emnergency Contacts transactions from this main page. information addreszes

— Marital Status

:w 12D = Phone Numbers = Email Addresses = Emergency Contacts
B R—zqw ﬁ Lodd and updste phone numbers. Designate ﬁ Aodd and update your email addresses. A and wpdate your emergency contsct
—q—_ YU Primary phone numeer . infortmation.

[> Payroll and Compensation
[: Benefits
[> Stock Activity = Marital Status = Name Change = Request Leave of Absence
[ Perfarmance Management E Upclate your marital status. Review and update your name intormeation. Request a LS. Federal Government leave of
[» Recruiting Activities ahsence and submit it to vour manager for
— Employee Home approval
— Wiorkflow User Preferences
— SIME - Availability o
— SIMS Personal Data Request Termination

— SIMS Background Exp. Reguest termlnat.lgn of a U.S. Federal
| Manaoer Self Service Government posttion or & leave of absence.

Figure 17 - Self-Service Menu

Step 1. From EmpowHR’s left side menu, click Employee Self Service, then click the Personal
Information link.
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Step 2. To verify/update your business email address, click the Email Addresses link.

Email Addresses

Dana Rowan

‘Email Address

|Elusiness

j |dana.r0wan@wdc.usda.gw

Note : Business Email is reported to Employee Directory

Add an Email Address

* Required Field

Figure 18 - Updating Business Email

Step 3. In the Email Type column, use the drop-down list to select “Business,” then enter your
current business email address in the Email Address field. Click the Save button.

— Personal Information
Sumrmary

— Horne and Mailing Addres
— Phone Mumbers
— Email Addresses

— Emergency Contacts
— Marital Status
— Mame Change
— Request Leave of Ahsenc
— Request Termination
[» Payroll and Compensation
[> Benefits
[> Stock Activity
[> Performance Management
[> Recruiting Activities
— Employes Hame
— Wiorkflow: User Preferances
— SIMS - Availability
— SIMS Personal Data

— SIMS Background Exp

enu = Em =
ﬁ Personal Infermation

Review and update personal information.

= Personal Information Home
ﬁ Mavigate to all your personal informeation snd
transactions from this main page.

= Phone Numbers
E Ao and updste phone numbers. Designate
your primary phone numker .

= Marital Status
E Update your marital status.

Request Termination
E Request termination of a .5, Federal

Personal Information Summar
ﬁ Revieww & summary of your personal

information

= Email Addresses
E Acdd and update your email addreszes.

Name Change

Review and update your name information.

Figure 19 - Self-Service Menu

Edit "Persanal Infarmation” Falder

Home and Mailing Address
ﬁ Review and update your home and mailing
addresses

Emergency Comtacts
E Add and update your emergency cortact

infarmation.

= Request Leave of Absence
Request & 1.5, Federal Government leave of
absence and submit t to your manager for
approval

Step 4. From EmpowHR’s left side menu, click the Phone Numbers link.
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Dana Rowan

Enter your phone numbers below,

‘Phone Type Telephone

IElusiness = 212/555-1235 Delete

Note : Business Phone is reported to Employee Directory

Add a Phane Mumber I

* Required Field

Save I

Figure 20 - Updating Business Phone No

Step 5. In the Phone Type column, use the use the drop-down list to select “Business,” then enter
your current business phone number in the Telephone field. Click the Save button.

C (ii). Employees who use eAuthentication:

For eAuthentication help, please see the eAuthentication Help page:
https://www.eauth.usda.gov/MainPages/eauthHelp.aspx

USDA  united States Department ot Agricuture
s USDA eAuthentication

Home | AbouteAuthentication | Help | ContactUs : Find an LRA
Qulck Llﬂks You are here: eAuthentication Home > eAuthentication Login

b What s an account? eAuthentication Login

LincPass (PIV) ? User ID & Password
Administrator Links

User ID: |

CLICK HERE TO
Password:
LOG IN ﬁ I forgot my User ID | Password
WITH YOUR
LincPass (PIV)

Change my Password

» Local Registration
Authority Login

Figure 21 - eAuthentication Log-in Screen

Step 1. Browse to https://www.eauth.usda.gov/Login/login.aspx
Step 2. Click Update your account.

Step 3. Log in with your eAuth Credentials and LincPass card or you’re your provided Authentication
User ID and password. The “Welcome to EEMS Identity Manager” screen will display.

Note: The Employee MUST have a single Employee-type eAuthentication account (not a
webuser or other type of account or more than one account) in order for the email address in
eAuthentication to be used for the Employee’s Sponsorship record.
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USDA United States Department of Agriculture
| Enterprise Entitlements Management Service

Logged in as: Logout

| Home | Users ‘ Roles and Tasks |

" Tasks

Change My eAuthentication Welcome to EEMS Identity Manager
Password

Modify My Profile

Modify My Security
Questions

View My Roles

View My Submitted Tasks
View My Work List

Please select a task from the menu.

EEMS Home | eAuthentication Home | USDA.gov

Accessibility Statement | Privacy Policy | Non-discrimination Statement | IDManagement.gov

Figure 22 - EEMS Identity Manager screen

Step 4. Click on “Home”.

Step 5. Click on “Modify My Profile”.

Step 6. Make desired changes in the online form, and then click the “submit” button in the
bottom right corner to save the information.

Step 7. You may now click on “Logout” (in the upper right corner) to log out.

Note: It may take up to a day for changes made in eAuthentication to appear in
USAccess.
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Part 3: USAccess Sponsorship Functions

A. Login and Search for Applicant

1. Enter https://portal.usaccess.gsa.gov/aisso/UserLogin.aspx into your Internet browser.

PIV Cragentin Log b
Une poar USAccass MW Cradential to Logte

B e
ActiviD* Y NP v—
| [
Please enter your PIN. ST
- C—
PIN Il
K | concel

Figure 23 - USAccess Login Screen

2. Insert your credential into the card reader attached to your computer. When prompted,
enter the PIN associated with your LincPass card (It will now be required to log on using a
PIV credential) and select OK.

3. Inthe Choose a digital certificate dialog box, choose your name from the digital certificate
list and select the OK button.

4. In the ActivClient Login window, enter your PIN and select the OK button.

NOTE: If you select the Cancel button, you will have to start over beginning with Step 2.
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General Services Administration

[ . [ » e -

Figure 24 - USAccess Portal Selection Screen

5. Select the portal you wish to access (i.e. if performing Sponsor functions, select the Sponsor
portal).
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ROLE:
Applicant Search
Search by
@ Lastname € Social Security No
Lastname SMITH
Birth Date 0171 3

Figure 25 - USAccess Applicant Search Screen

6. When the search results appear, you will be presented with the option to view the Federal

Employee record or edit the sponsorship. Select View Applicant to view Federal
Employee’s Biographic Data.

7. Verify all required Biographic Data fields have current and correct information. Red asterisks
(*) indicate required fields. Select Next to go to the next screen.

Note: If any of the information is incorrect, missing, or needs updating, changes must be made
in EmpowHR and not in USAccess.
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B. Validate Applicant Data

| JOHN DOE@USDA GOV

(012156789

11000000006432
18ade Name | sam
m |
B Dute [ow2rss B
Eencty | WHTE 4
Cazenship Sistes | |
Secondery Emal |
Col Prose |

:11:111

) »

€05 ASSURED JDERTIT
sor) Loge

-
Bfedidcard.gov (Spons

Figure 26 - USAccess Edit Applicant Screen

1. Verify all required Address Data have current and correct information. Red asterisks (*)

indicate required fields. Select Next to go to the next screen. If any of the information is

incorrect, missing, or needs updating, changes must be made in EmpowHR and not in

USAccess.

2. No action is required on the Alias Information screen. The EmpowHR Alias field is hidden

to prevent data entry, so information on this USAccess screen will not be populated. Select

Next to go to the next screen.

Figure 27 - USAccess Edit Applicant Screen

:!];1! \ I.
SSURED JOERT TTY ™

SORECE AW TR0 108
7 -
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3. Select Finish to save the record. USAccess will direct you to the Sponsorship Search page.

4. Verify the following required Sponsorship Information fields have current and correct

information.

Note: If any of the information is incorrect, missing, or needs updating, changes must be made
in EmpowHR and not in USAccess.

ROLE: SPONSOR - DEPARTMENT OF ENERGY

Sponsor Applicant

TEST PIVI-A, 1/2/1981

Sponsor Info

Sponsorship Information

Card Address Info Agency * ‘

DEPARTMENT OF ENERGY |

Save 2 ‘

CONTRACTOR M

RANK FOR ENERGY M

[

@® system Generated UPN
Quser Specified
89001000146335@fedidcard.gov

2 Hewlett Packard Enterprise ...

% ] ))!;b
it TN”F HPE Assured (dentity

super.sponsor@gsa.gov Logout

Issuance Criteria: 2 X  Show Applicant Status @ @ @@

Sub-agency * IDEPARTMENT OF ENERGY VI
Employee Status * ACTIVE v
Employee ID

Work Email u.ltimate test er1.234567890@gmail.com
Work Phone [ ‘

Agency Person ID [ |

Require Digital Signature o
and Encryption Certificates & Yes o

Sub-Agency Abbreviation
; NONE
Card Information PV
PIV-
[STANDARD DUAL INTERFACE M
[EM CONSOLIDATED BUSINESS CENT V|
[UNITED STATES GOVERNMENT V]
Last Enroliment Date
Agency Special Use [ v

X

Digital Signature

PIV Card Type [FEDERAL CONTRACTOR |

Fedoral ol OYes ®No

Agency Text [s M
®s

Card Expiration Date ystem Generated Date

O uUser Provided

Figure 28 - USAccess Sponsor Applicant Screen

e Agency
[ )
[ ]
e Work Email Address
[ ]
AltLinc)
[ )

Employee Type: Should read “Contractor” or “Associate or Dignitary”.
Employee Status: Should be set to Active.

Require Digital Signature and Encryption Certificates: Should say “Yes”.

4

Credential Option: Should be set to appropriate Card Type (PIV = LincPass; PIV-I =

e PIV Card Type: The PIV Card Type should be consistent with the Federal Employee
Type. The PIV Card Type will be printed on the Federal Employee’s LincPass. Federal
Employee PIV Card Type =Employee.
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o FERQO: If the applicant is a Federal Emergency Response Official, this option should be
setto “Yes.”

Note: If any of the information is incorrect, missing, or needs updating, changes must be made
in EmpowHR and not in USAccess.

::n’
2 »
£05 ASSURED =

ov (Spons

Figure 29 - USAccess Sponsor Applicant Screen

5. Verify the Shipping Address fields have current and correct information. Select Next to go
to the next screen.

@fedidcard.gov Logout
Confirmation Required
[
res o

Figure 30- USAccess Sponsor Applicant Screen

6. Select Finish to save the record. USAccess will direct you back to the search page.
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C. Enrollment & Activation

1. Upon sponsorship in EmpowHR, the Federal Employee will receive email notification and
instructions to schedule their enrollment.

a. The Sponsor may perform functions in USAccess as needed, such as resending
USAccess sponsorship notifications to the applicant. For detailed instructions on
performing functions in USAccess, refer to the Sponsor Post-Sponsor Training at
https://lincpass.usda.gov/training.html. _

2. The Federal Employee goes to an HSPD-12 enrollment station and enrolls for a LincPass/
AltLinc.

a. After enrollment and entry of a favorable fingerprint result in EmpowHR, the
LincPass/ AltLinc is printed and shipped.

3. When the LincPass/ AliLinc is printed and arrives at an HSPD-12 activation station, the
Federal Employee receives email notification and instructions to schedule their card
activation.

a. The Sponsor may need to perform functions in USAccess as needed, such as
resending USAccess card delivery notifications to the applicant. For detailed
instructions on performing functions in USAccess, refer to the Sponsor Post-Sponsor
Training at https://lincpass.usda.gov/training.html.

4. The Federal Employee goes to an HSPD-12 activation station to activate their LincPass/
AltLinc.

5. Process continues according to DM 4620-002 available at:
http://lincpass.usda.gov/ref _lincpass.html.
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Part 4. On-Boarding FAQ

The Frequently Asked Questions have been integrated into the Sponsor FAQ document on the
USDA HSPD-12 website’s “FAQ” page.
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Appendix A — On-boarding Checklist

The following table can be used as a checklist by Sponsors as they work through the on-
boarding process for an Employee.

Step

Instructions

HR Instructions

Complete

1

Identify records based on Enroliment Station Location.

2

Identify active Employees within your agency (or supported
agency) who should receive an HSPD-12 LincPass/ AltLinc.

Identify US citizens from the active employees

Identify Federal Employees from that location that have successfully
completed an FBI or higher background investigation.

Verify accuracy of Employee name information in EmpowHR. Fix
issues for all Employees (i.e. Suffix combined in last name field)
in the EmpowHR system following the instructions in Part 2,
Section B(i).

Provide Sponsorship related information such as Card Type,
Emergency Response official, and Card Shipping info in
EmpowHR following the instructions in Part 2, Section B(ii).

Verify adjudication result has been entered into EmpowHR, if it
hasn’t, update those records following the instructions in Part 2,
Section B (iii).

Employee Instructions

8

Update Business Email and Phone using EmpowHR’s Self-Service
module or eAuthentication following the instructions in Part 2,
Section C.
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	Step  1. Go back  to the  PAR  Processing  screen and click  the  link  for Employee  Security  Clearance.   Step 2.   Use the  search  field to locate the  Employee’s record.   
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	   EMPLOYEE ON-BOARDING IN  EMPOWHR           
	Figure 11 -Completing Security Clearance Screen 

	Step 4 .  You  may  optionally  enter  data  in the  Notes field.   Note: If  the  Employee  has not  completed his/her  background  investigation, the  Employee’s Submitting  Office Number  (SON),  Security  Office Identifier (SOI)  and OPAC/ALC  must  also be  entered.   Step  5.  Click on  Emergency  Response Official  check  box  if  applicable.  
	Version 3.5 
	   EMPLOYEE ON-BOARDING IN  EMPOWHR           
	Figure 12 -Card Activation Information Link 

	Step  6. Click the  Card  Activation  Information  link.    
	Figure
	Figure  13  - Card Shipping Information  Step  7. Use the  Card Activation Information link  to specify  the  Card Shipping  Address  Code. This  will  be  the  site that  the  HSPD-12  LincPass/ AltLinc will  be  delivered to for  activation. For  example,  if  an  Employee  is in Fort  Collins, CO,  you  should specify  this  location  as  the  Card Shipping  Address.    Use the  lookup  feature to find  the  appropriate code.   Step 8 .  Save the  updates by  clicking  the  Save button.  Note:  The  addr
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	Figure 14 -Adjudication Information Link 

	      
	Figure 15 -Search for Employee 

	Figure
	B  (iii).  Verify  and/or Update Adjudication  Information  in EmpowHR  
	B  (iii).  Verify  and/or Update Adjudication  Information  in EmpowHR  
	Important:  The  Sponsor  and Adjudicator  must  be  two different  people. If  the  same  person  sponsors  and adjudicates a record,  then  USAccess will  not  permit  a  complete sponsorship.  
	Step 1.   Click the  link for  Adjudication  Information.   
	Figure
	Step 2.   Search  for  the  Employee  in the  Begins  with field.  
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	13 
	  EMPLOYEE ON-BOARDING IN  EMPOWHR          
	Figure 16 -Completing the Adjudication Information Screen 


	 Step  3. Investigation  Type:  Use  the  drop-down list  to  select  the  appropriate Investigation  Type  the  Employee  has completed.  If  the  Employees completed background  investigation  is not  in the  drop-down list  because it  is  higher  than  a  NACI,  select  the  “NACI”  option  because that  is the  highest  background i nvestigation  level  that  HSPD-12  is  concerned  with.   Step  4. Status:  Use  the  drop-down list  to select the  “Approved”  option  for  confirmed  background  invest
	 Step  3. Investigation  Type:  Use  the  drop-down list  to  select  the  appropriate Investigation  Type  the  Employee  has completed.  If  the  Employees completed background  investigation  is not  in the  drop-down list  because it  is  higher  than  a  NACI,  select  the  “NACI”  option  because that  is the  highest  background i nvestigation  level  that  HSPD-12  is  concerned  with.   Step  4. Status:  Use  the  drop-down list  to select the  “Approved”  option  for  confirmed  background  invest
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	 C  (i).  Employees who  use  EmpowHR’s Self-Service  Module:   
	Figure
	C.  Update Employee  Personal  Information  Sponsors should contact  the  Employee  after  preparing their  data  in EmpowHR  in order  to  have the  Employee  verify  and update their  business  email  and  phone number.   If  the  Applicant  has  a work  email  address,  it  should be  up  to date  in EmpowHR  so that  they  can  receive emails from  USAccess and can  use  the  digital  signature and encryption certificates on  the  card.  If  their  record  does not  have an  email  address,  but  the  E
	Figure  17  - Self-Service Menu  
	Figure  17  - Self-Service Menu  

	Figure
	Step 1. From EmpowHR’s left side menu, click Employee Self Service, then click the Personal Information link. 
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	Figure
	Step 2.   To verify/update your  business email  address, click the  Email  Addresses link.  
	Figure
	Figure  18  - Updating Business Email  Step  3.  In  the  Email  Type  column,  use  the  drop-down list  to  select  “Business,”  then  enter  your  current  business  email  address in  the  Email  Address field.  Click the  Save button.   
	    
	Figure 19 -Self-Service Menu 

	  Step 4.   From  EmpowHR’s left  side  menu,  click the Phone  Numbers  link.  
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	   EMPLOYEE ON-BOARDING IN  EMPOWHR         
	Figure 20 -Updating Business Phone No 
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	 Step 5 .  In  the  Phone  Type  column,  use  the  use  the drop-down list  to  select  “Business,”  then  enter  your  current  business phone number  in the  Telephone  field. Click  the  Save button.   C  (ii).  Employees who  use eAuthentication:  For eAuthentication  help,  please see  the  eAuthentication Help page:  https://www.eauth.usda.gov/MainPages/eauthHelp.aspx  
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	Figure  21  - eAuthentication Log-in Screen  Step 1.   Browse to  https://www.eauth.usda.gov/Login/login.aspx  Step 2.   Click Update  your account.  Step  3. Log in with your  eAuth Credentials  and  LincPass card  or  you’re  your  provided Authentication  User ID  and password.  The “Welcome  to  EEMS  Identity  Manager”  screen  will  display.    Note:  The  Employee  MUST  have a  single  Employee-type  eAuthentication account  (not  a  webuser  or other  type  of  account  or  more than one account)  
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	   EMPLOYEE ON-BOARDING IN  EMPOWHR          
	Figure 22 -EEMS Identity Manager screen 

	 Step 4 . Click on  “Home”.   Step 5 . Click on  “Modify  My  Profile”.   Step 6.   Make desired  changes  in the  online  form,  and then click  the  “submit”  button  in the  bottom  right  corner  to save the  information.   Step 7.   You  may  now  click on  “Logout”  (in the  upper  right  corner)  to log out.    Note:  It  may  take up to a  day  for  changes  made  in eAuthentication to appear  in USAccess.  
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	 Part 3:  USAccess Sponsorship Functions  
	  Figure  23  - USAccess  Login Screen  2.  Insert  your  credential  into the  card  reader  attached  to  your  computer.   When prompted,  enter  the  PIN  associated  with your  LincPass card  (It  will  now  be  required  to  log  on  using a PIV cr edential)  and  select  OK.  3.  In the  Choose  a digital  certificate  dialog  box,  choose  your  name from  the digital  certificate  list  and select  the  OK  button.  4.  In the  ActivClient  Login window,  enter  your  PIN  and select  the  OK  butt
	  Figure  23  - USAccess  Login Screen  2.  Insert  your  credential  into the  card  reader  attached  to  your  computer.   When prompted,  enter  the  PIN  associated  with your  LincPass card  (It  will  now  be  required  to  log  on  using a PIV cr edential)  and  select  OK.  3.  In the  Choose  a digital  certificate  dialog  box,  choose  your  name from  the digital  certificate  list  and select  the  OK  button.  4.  In the  ActivClient  Login window,  enter  your  PIN  and select  the  OK  butt
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	A.  Login  and  Search  for  Applicant  1.  Enter  https://portal.usaccess.gsa.gov/aisso/UserLogin.aspx  into  your  Internet  browser.  
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	   EMPLOYEE ON-BOARDING IN  EMPOWHR        
	Figure 24 -USAccess Portal Selection Screen 

	 5.  Select the  portal  you  wish to  access  (i.e.  if  performing  Sponsor  functions,  select  the  Sponsor  portal).  
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	Figure 25 -USAccess Applicant Search Screen 

	Figure
	6.  When the  search results  appear,  you  will  be  presented with the  option  to view  the  Federal  Employee  record  or  edit  the  sponsorship.  Select View  Applicant  to view  Federal  Employee’s Biographic  Data.  7.  Verify  all  required  Biographic Data  fields have current  and correct  information.  Red  asterisks  (*)  indicate required  fields. Select  Next  to  go to  the next  screen.  Note:  If  any  of  the  information is incorrect,  missing,  or needs  updating,  changes must  be  mad
	6.  When the  search results  appear,  you  will  be  presented with the  option  to view  the  Federal  Employee  record  or  edit  the  sponsorship.  Select View  Applicant  to view  Federal  Employee’s Biographic  Data.  7.  Verify  all  required  Biographic Data  fields have current  and correct  information.  Red  asterisks  (*)  indicate required  fields. Select  Next  to  go to  the next  screen.  Note:  If  any  of  the  information is incorrect,  missing,  or needs  updating,  changes must  be  mad
	6.  When the  search results  appear,  you  will  be  presented with the  option  to view  the  Federal  Employee  record  or  edit  the  sponsorship.  Select View  Applicant  to view  Federal  Employee’s Biographic  Data.  7.  Verify  all  required  Biographic Data  fields have current  and correct  information.  Red  asterisks  (*)  indicate required  fields. Select  Next  to  go to  the next  screen.  Note:  If  any  of  the  information is incorrect,  missing,  or needs  updating,  changes must  be  mad
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	 Figure  26  - USAccess Edit Applicant Screen  1.  Verify  all  required  Address Data have current  and correct  information.  Red  asterisks (*)  indicate required  fields.  Select Next  to  go to the  next  screen.  If  any  of  the  information  is incorrect,  missing, or  needs updating,  changes  must  be  made  in EmpowHR  and  not  in  USAccess.   2.  No action is required  on  the  Alias  Information  screen. The  EmpowHR  Alias  field is hidden  to prevent  data entry,  so information  on t his  U
	Figure
	     
	Figure 27 -USAccess Edit Applicant Screen 

	Figure
	B.  Validate Applicant  Data  
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	 3.  Select Finish  to save the  record.  USAccess will  direct  you  to the  Sponsorship Search page.   4.  Verify  the  following  required  Sponsorship Information fields have current  and correct  information.    Note: If  any  of  the  information is incorrect,  missing, or  needs  updating, changes  must  be  made in EmpowHR  and not  in USAccess.  
	 
	 Figure  28  - USAccess Sponsor Applicant Screen  
	 Figure  28  - USAccess Sponsor Applicant Screen  

	Figure
	Figure
	•  Agency  •  Employee  Type:  Should read  “Contractor”  or  “Associate or  Dignitary”.  •  Employee  Status: Should be set  to  Active.  •  Work Email  Address  •  Credential  Option:  Should be set  to appropriate  Card Type  (PIV  =  LincPass; PIV-I  = AltLinc)  •  Require Digital  Signature and Encryption  Certificates:  Should  say  “Yes”.  •  PIV  Card Type:  The  PIV  Card Type  should be  consistent  with the  Federal  Employee  Type.  The  PIV  Card  Type  will  be  printed  on  the  Federal  Empl
	•  Agency  •  Employee  Type:  Should read  “Contractor”  or  “Associate or  Dignitary”.  •  Employee  Status: Should be set  to  Active.  •  Work Email  Address  •  Credential  Option:  Should be set  to appropriate  Card Type  (PIV  =  LincPass; PIV-I  = AltLinc)  •  Require Digital  Signature and Encryption  Certificates:  Should  say  “Yes”.  •  PIV  Card Type:  The  PIV  Card Type  should be  consistent  with the  Federal  Employee  Type.  The  PIV  Card  Type  will  be  printed  on  the  Federal  Empl
	•  Agency  •  Employee  Type:  Should read  “Contractor”  or  “Associate or  Dignitary”.  •  Employee  Status: Should be set  to  Active.  •  Work Email  Address  •  Credential  Option:  Should be set  to appropriate  Card Type  (PIV  =  LincPass; PIV-I  = AltLinc)  •  Require Digital  Signature and Encryption  Certificates:  Should  say  “Yes”.  •  PIV  Card Type:  The  PIV  Card Type  should be  consistent  with the  Federal  Employee  Type.  The  PIV  Card  Type  will  be  printed  on  the  Federal  Empl
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	Figure 29 -USAccess Sponsor Applicant Screen 

	   
	Figure 30-USAccess Sponsor Applicant Screen 

	Figure
	•  FERO:  If  the  applicant  is  a Federal  Emergency  Response  Official,  this  option should  be  set to  “Yes.”   Note:  If  any  of  the  information is incorrect,  missing, or needs updating, changes must be  made  in EmpowHR  and  not  in USAccess.  
	5.  Verify  the  Shipping  Address fields  have current  and correct  information.  Select Next  to  go  to the  next  screen.  
	6.  Select Finish  to save the record.  USAccess will  direct  you  back to the  search  page.  
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	C.  Enrollment &  Activation  
	C.  Enrollment &  Activation  
	1.  Upon sponsorship in  EmpowHR,  the  Federal  Employee  will  receive email  notification  and  instructions to  schedule  their  enrollment.  a.  The  Sponsor  may  perform  functions  in USAccess as  needed,  such as resending  USAccess sponsorship  notifications  to  the  applicant.  For  detailed  instructions on  performing functions  in USAccess,  refer  to  the  Sponsor  Post-Sponsor  Training at  https://lincpass.usda.gov/training.html.  2.  The  Federal  Employee  goes to an  HSPD-12  enrollment
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	Figure
	Part 4:  On-Boarding  FAQ  The  Frequently  Asked  Questions have been i ntegrated  into the  Sponsor  FAQ  document  on  the  USDA H SPD-12 website’s “FAQ”  page.  
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	 Appendix  A  –  On-boarding  Checklist  The  following  table can  be used as  a  checklist  by  Sponsors as  they  work  through the  on- boarding  process for  an  Employee.  
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 
	 Step  Instructions  Complete   HR Instructions 

	 1 
	 1 
	     Identify records based on Enrollment Station Location.  
	  

	 2 
	 2 
	     Identify active Employees within your agency (or supported      agency) who should receive an HSPD-12 LincPass/ AltLinc. 

	 3 
	 3 
	     Identify US citizens from the active employees 
	   

	 4 
	 4 
	       Identify Federal Employees from that location that have successfully      completed an FBI or higher background investigation.  

	 5 
	 5 
	       Verify accuracy of Employee name information in EmpowHR. Fix      issues for all Employees (i.e. Suffix combined in last name field)       in the EmpowHR system following the instructions in Part 2,  Section B(i). 

	 6 
	 6 
	   Provide Sponsorship related information such as Card Type,      Emergency Response official, and Card Shipping info in       EmpowHR following the instructions in Part 2, Section B(ii).  
	  

	 7 
	 7 
	       Verify adjudication result has been entered into EmpowHR, if it  hasn’t,  update  those records following   the instructions  in Part  2,  Section B (iii). 

	  Employee Instructions 
	  Employee Instructions 

	 8 
	 8 
	Update Business  Email  and Phone using  EmpowHR’s Self-Service       module or eAuthentication following the instructions in Part 2,  Section C. 
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