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“ou are here: Home

Welcome

Newsroom  Help

This web site is your resource for details on USDA’s phased
transition to the LincPass - the new employee and
contractor identification card. This effort is part of the entire
Federal Government’s move toward compliance with the
President’s Homeland Security Presidential Directive 12 (the
Cormon Identification Standard for Federal Employees and
Contractors), commonly known as HSPD-12, If this is your
first time learning about the LincPass and HSPD-12, please
go to “About HEPD-12" in the navigation bar above for a
brief introduction and overview of the program.

What's New

Two-Factor Authentication References - updated links
E%E”:‘Drégital Signatures and for Enterprise WPN (03/28/2013)

Light Credentialing Station (LCS) - updated list of the

POC's at operational LCS centers is available {03/25/2013)
LIPOATED

Light Activation Solution {LAS}) - updated list of the

POC's at operational LAS centers is available {03/25/2013)
UPDATED

Applicant f Cardholder FAQs - updated frequently asked
questions for Enrollment are available {01/16/2013) UPDATED

Contact Us

| Want To...
o Learn about Role Holders

o Find Agency Contacts
o Find Mon-Employee
Agency Contacts

o Find an Enrollment Station

o Enter Supply Room

See Also
o USDA HSPD-12 Help Desk
o FAQ
o Glossary
o Training

o Links and References
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Please update the following links under the Under the “I Want To” Section


http://hspd12.usda.gov/ePACSsetup.html

e Mon-Employee Information
b Employee Information

1 HSPD-12 Roles

[ Policy, Procedures & Forms

b Credentialing Centers

I Light Activation Solution

E Light Credentizling Station
FUSACcess Program

b Hosting

2 Factor (Computer Access)

FePACS (Building Access)

Home

Vou are herer Home % ePACS (Building Access)

ePACS (Building Access)

What is ePACS and What are the
Benefits?

About HSPD-12

Newsroom

Help Contact Us

1 Want To...

h = Folicies

HEPD-12 established that all departments and agencies shall
require the use of the LincPass to gain access to federally
controlled facilities. The Departrnental Management {DM)
OHSEC identified the need to develop and implement ePACS
to centralize, and provide a means to distribute, identity
data related to LincPass credentialed individuals to all USDA
Physical Access Control Systems (PACS),

ePACS will:

# Integrate several disparate PACSs into an enterprise
application

» Provide a single source of verification for emplovee
and contractor credentials

# Maintain a systemn that is less susceptible to identity
fraud, tampering, counterfeiting and terrorist
exploitation

» Provide a system that can rapidly authenticate
credentials electronically

» Ensure that only providers whose reliability has been
established by an official accreditation process can
issue cards

rnandating ePACS
o Learn how ePACS is set
up

o Understand USDA Agency
ePACS Responsibilities

o Understand OHSEC
ePACE Program
Responsibilities

o Activities Agencies
required to do prior to
integration with ePACS

o Agency Points of Contact
o View support resources

o Learn about Corporate
1000 Badges

See Also

o USDA HSPD-12 Help Desk
o FAD

o Glossary

o Training

o Llinks and Refarences

1. Update the diagram on the link “Learn how ePACS is set up” and the PDF link at
the bottom of figure X with Attachment One titled, ePACS
Architecture_Attachment One

2
October 4, 2013



t: Hon- Employes Information
I: BEmployee Information
- HEPD-12 Roles

t: Polizy, Procedures & Foarms

Deployment

t: Credentialing Centers

I Light Activation Solation

I Light Credentialing Station

t USfecess Program

t: Hosting

Access Type

- & Factor (Computer Access)

- ePACS (Building Access)

ePACS (Building Access)

ePACS Architecture

ePACS is an enterprise-wide solution useable by any USDA
Agency with facilities worldwide. It enables a large
gengraphically dispersed number of facilities and users to
operate the solution with the use of multiple technolagies.

The fallowing diagram depicts the ePACS architecture.

"1 want To...
olearn aboutthe Palicies
mandating ePACS

olUndarstand USDA
Agency ePACE
Reszpansibilities

oUnderstand OHSEC
ePACSE Program
Responsibilities

o Activities Agencies
required to do prior to
integration with ePACS

ofgency Points of
Contact
o'iew suppart resources

oLearn about Corporate
1000 Badges

See Also
o USDA HEPD-12 Help
Deszk

SFAG

oGlossary

o Training

o Links and References

2. Update Agency Points of Contact Link

E Mon-Employee Information

- Employes Infarmation
HEPD-12 Roles

[ Palicy, Procedures & Forms
Deployment

k- Credentialing Centers

b Light Activation Solution

[ Light Credentizling Station
EUSAccess Program

I Hosting

k2 Factor [Computer Access)

b ePACS (Building LAccess)

Home

Wou are here: Hame Y ePACS (Building Access)

ePACS (Building Access)

What is ePACS and What are the
Benefits?

About HSPD-12

HZPD-1Z established that all departrents and agencies shall
require the use of the LincPass to gain access to federally
controlled facilities. The Departmental Management (D)
OHSEC identified the need to develop and implement ePACS
to centralize, and provide a means to distribute, identity
data related to LincPass credentialed individuals to all USDA
Physical Access Control Systems (PACS).

ePACS will:

# Integrate several disparate PACSs into an enterprise
application

# Provide a single source of verification for emplovee
and contractor credentials

» Maintain a system that is less susceptible to identity
fraud, tampering, counterfeiting and terrorist
exploitation

# Provide a system that can rapidly authenticate
credentials electronically

# Ensure that only providers whose reliability has been
established by an official accreditation process can
issue cards

Newsroom  Help Contact Us

1 Want To...
o Learn about the Policies
rmandating ePACS

o Learn how ePACS is set
up

o Understand USDA Agency
ePACS Responsibilities

o Understand OHSEC
ePACS Program
Responsibilities

o Activities Agencies
required to do prior to
intagration with ePACS

o Agency Points of Contact

o Wiew SUPPOFT resources

o Learn about Corporate
1000 Badges

See Also
o USDA HEPD-12 Help Desk
o FAQ
o Glossary
o Training

o Links and References
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Update ePACS Agency Points of Contact to reflect October 3, 2013
X with Attachment Two titled, ePACS Agency Point of Contact_Attachment Two
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ePACS (Building Access)

Who are my ePACS Agency Points of Contact?
{Current as of May 13, 2011)

[stamper, Mack [ams [202-720-2360  [Mack.Stamper@usda.gov
[Lee, christian [aPHIZ  [919-855-7012z  [Christian.H.Les@usda.gov

[ken Miller [aPHIS
|Hutsnn, Daniel |ARS
|Hayes, Jeffrey |ARS

[970-494-7165  [Kenneth W .Miller@usda gav
[301-518-8638  [Daniel.Hutsan@ars.uda.aow
[301-504-1182  [leff Hayes@usda.gov

[stokes, Gilbert [om [z02-720-8270  |[Gilbert.stokes@da usds.gov
[Lescallett, Ken [om [z202-590-0227  [Kenneth Lescallstt@usda.gov
[Lyons, angelstta [Frus [7o3-605-4817  [angelstta.Lyons@usda.gov
[rucker, Mark [Frs [Fos-305-2221  [Mark.Rucker@usda.ov

[Duff, Andrew [Fs [505-331-8476  [andrew.Duff@usda.gov
[Bornstein, Jash [Fsa [z02-306-3919  [losh.Bornstein@de.usds.gov
|Ept|ng, Jerry |FSA |ZDZ—TZDV7696 |Jerrv.aptlng@wdc.usda‘gnv
[Dawkins, Harold [FsIs [301-504-2143  [Harold.Dawkins@usda.gov
|Chand|er, Cyril |FSIS |Cyri\.chandler@usda.gov
|Chapman, Faorest |NASS |202-720-5221 |Forest.Chapman@nass‘usda.qov
[Hickman, Sonia [Mass [7o3-877-8000  |[SoniaHickman@nass.usda.goy
[Brown, Gary == [504-426-0624  [Gary.R.Brownz@usda.gov
[3ackson, Michael [uFc [s04-426-0247  [Michael.Jackson@usda.gov
[Loreds, Dan [H1TC: [816-926-2341  [Dan.Loredo@usda.gov
[Schmitz, Greg [H1TC: [816-926-2356  [Greq.Schmitz@usda.gow
|Casper, Sherry |NRCS |97’D—295'5566 |Sherry‘caspar@usda.qﬂv
[Defrancisco. Mike [oHzEC [202-401-06e5 [Mike Defranciscomdm usda.any

I I B

3. Update “Learn about Corporate 1000 Badges” Link to, ePACS Corporate 1000
Acquisition Process
Update ePACS Corporate 1000 Acquisition Process with Attachment Three titled,

- Mon-Employes Information
 Employee Information

- HSPD-12 Roles

& Policy, Procedures & Forms
Deployment

b Credentialing Certers

E Light Activation Solution

b Light Credertisling Station

b US&ccess Program

- Hosting

Access Type

2 Factor (Computer Access)

b ePACS (Building Access)

You are here: Home | ePACS (Building Access)

ePACS (Building Access)

Corporate 1000 Badges I Want To..
o Learn about the Policies
Coming Soon! rmandating ePACS

o Learn how ePACS is set
up

o Understand USDA Agency
ePACS Responsibilities

o Understand OHSEC
ePA&CS Program
Responsibilities

o Activities Agencies
required to do prior to
integration with ePACS

o Agency Paoints of Contact

o Wiew supoort

© Learn about Corporate
1000 Badges

See Also
o USDA HEPD-12 Help Desk
o FAQ
o Glossary
o Training

o Links and References

Add the following “new” links under the “I Want To” section
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I Mon-Employes Informstion = PAC S ( B Ll | | d | N g ACCESS )

PR e what is ePACS and What are the | Want To...

»HEPD-12 Roles Benefits? =TT Tt the Policies
rnandating ePACS

[ Policy, Procedures & Forms

HEPD-12 established that all departments and agencies shall

- : . o Learn how ePACS is set
require the use of the LincPass to gain access to federally

controlled facilities. The Departrnental Management {DM) o
— OHSEC identified the need to develop and implement ePACS o Understand USDA Agency
b Credentialing Centers to centralize, and provide a means to distribute, identity ePACS Responsibilities
data related to LincPass credentialed individuals to all USDA
b Light Activation Solution Physical Access Control Systems (PACS), o Understand OHSEC
ePACE Program
E Light Credentizling Station eBACS will: Responsibilities
b USccess Program o Activities Agencies
# Integrate several disparate PACSs into an enterprise required ta dao prior to
b Hosting application integration with ePACS

» Provide a single source of verification for emplovee

CCESS e and contractor credentials ) ) ) o &gency Points of Contact
# Maintain a systemn that is less susceptible to identity

. " : o View support resources
Ty y— ersllcolit;imgerlng, counterfeiting and terrorist PP

. . . o Learn about Corporate
. » Provide a system that can rapidly authenticate 1000 Bad -
(PPN (EIE G EEEse] credentials electronically E20S2
» Ensure that only providers whose reliability has been

established by an official accreditation process can See Al

issue cards ee Also
o USDA HSPD-12 Help Desk
o FAQ
o Glossary
o Training

o Llinks and Refarences

e View Introduction to ePACS Overview
Upload the Introduction to ePACS Overview_Attachment Four
e Migration Procedures
Upload the Migration Procedures information in Attachment Five
e Click here for Manual Migration Procedures (Upload Attachment Six)
e Click here for Lenel PES Migration Procedures (Upload Attachment Seven)
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